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Abstract about this document

This document describe about procedure for Firmware update

Revision history

Date Version Revision Firmware version

Aug 21,2012 | Ver.1.0 Initial Release All versions
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Outline of Firmware Update
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<Step1> CS Download Firmware
. B

<Step2> PS Download Firmware

Firmware can be downloaded from web Ul (refer to Page.5)
or from server (refer to Page.6)

. Server

;
"B

PC cs | ‘ ) )
Y —
CSFW | PSFW | CSFW | PSFW PS FW

#1 . FW (Firmware) is released as a file which includes CS-FW and PS-FW.
This packed file is imported into CS via network, and CS is upgraded with CS-FW.

#2 . PSreceives PS-FW from CS by air (Air Download), and upgrade itself.
Only registered PS can start air download.
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Outline - FW update from Web Ul

Distribution Sequence
Super Master CS
(Air Group #1) )
Air Sync Master CS
g B ————— > éb\,ﬂ (Air Group#2)
Web user interface | L._._._. . éb\j]
Firmware File — | l
SIP €S KX-UDS124 Status | Network | Systen | VoP | Telephone Maintenance 1
\ | Veblogow | All Firmware Update I I
CS firmware ire s e
P 4
e e e e |->|| ﬂ |- -»!Zu 4
[ —
= - ey I ¢/ SlaveCS I —/.7 Slave CS
I T (hZen)
PS Firmware e T I I ;
> > e ] - .;bﬂ —-— ) //,V
= I &—// SlaveCS I /7 SlaveCS
J
I I el
Update timing can be specified by = "éH Slave CS = 'é SIavéCS
each system. — —

When specified time comes, firmware
file downloaded beforehand will
become effective, and it is distributed

to owned master/slave. 1. Super Master distributes

firmware data to each Master
CS.

2. Each master CS distributes firmware
data to owned Slave CS step by step.

_ _ _ 3. Update PS firmware through radio.
Note: CS firmware is download at first and then CS resets.

It will take approx. 10minutes per one CS to download the firmware.
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QOutline - FW update from File server

Provisioning File e e
& N Distribution Sequence
FIRM_VERSION i_ _______ | Super Master CS
=0’ PC g | (Air Group #1) )
FIRM_FILE_PAT I | Air Sync Master CS
H="http:// >—.—| or = | ;téll \V?J] (Air Group #2)
HRRXX | Provisioning | L | - éH
| Server . >
J L — = | ke -
_-
o 1L |! ] . A4
Firmware File /.’ -7 _ e SIaveCS - 7@\;1] Slave CS
\ . - - -
CS firmware File Server, - - _ ¥ i
. e o b) = bJ /
- o T _[F Slave CS | _|[&—” slavECs
Y B s | . .
: St Akt ietinkly > 7
AL "7 Slave CS 7 4 Slave cs
J
Update timing is corresponding 1. Super Master distributes

to provisioning timing
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configuration data to owned each
Cs.

2. Each CS will downloads firmware
data from file server.

3. Update PS firmware through radio.



How to confirm Firmware version (in Web Ul)

5IP C5 KX-UDS124 - etwo E aintenance

[ Web Logout ] Version Information

| webPort Close |

CS Version Information

Model KX-UDS124
Operating Bank Bank?
Firmware File SLEEE 01:'*9
Firmware Version Sk, 00,123
CSfirmware |« Bank2: 01.002
YVolP Version 02 33f 1925
PS Firmware Madel KX-UDT111
) Firmware Version 01.08.000
Madel KX-UDT121
Firmware Version 01.08.000

IModel
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How to confirm PS Firmware version (in PS menu)

=) wha (N Tone Qpion
X |7 Talk Option - ] Dats ‘ Enaple CS Wen
Q # Answer thic:-n Select Base

Egy ?ptlgg | System Lock
Setting Handset Isplay Uption i Change PIN e
EE UK TNEXT] I+ TR NEX [ORJNEX

1. Turn on the PS.
2. Press [Menu] or the [CENTER] navigation key.
3. Select "Setting Handset" and then press [OK].
4. Press [NEXT].
5. Select "System Option" and then press [OK].
- You may need to enter a system password to access this menu.
6. Press [NEXT] to display the second screen,
select “H/S Information", and then press [OK].

~EE-

Ver.:01.08.000

IPEI:
12345 6789012

7. When the operation is complete, Firmware version and IPEI are displayed.
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<Step.1> CS Download Firmware

<Step.2> PS Download Firmware
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<Stepl (1)> How to download FW into CS (with Web Ul)

1. Login to the Super Master CS [ID:admin / Password:adminpass]

Refer to Appendix about “How to open Web port” and “How to find out IP address of Super master CS”.

Panasonic 5
SIP CS KX-UDS124 Status Network System | VolP Telephone Maintenance
__Weblogout | All Firmware Update [Direct]
[ WebPort Close ] CS reboots immediately

after download, and new
FW starts to control the CS
after reboot. Also it starts to
distribute new FW to other

Maintenance

Firmware Maintenance

@ Direct O Appoint Date/Time

Update Time Seﬂing CSS .
Provisioning
Hemnt e L3t Jilor2 UL [Appoint Date/Time]
Time 100 |z{o0 [ThR:mm]
CS reboots appointed time
B ®Yes O No after download, and new
: 3 - FW starts to control the CS
File Name | e

after reboot. Also it starts to

4 " distribute new FW to other
[ All Update Firmware l CSs.

2. Go to [Maintenance] -> [All Firmware Update]
3. Specify the File of new Firmware at [File Name].
4. Press [All Update Firmware]

Then Super master CS updates the FW according to the sequence shown in Page.5

Note: Super master CS turns off its LED while it is receiving the FW from PC. The other CS changes its LED to
orange once and then change it green again while it is receiving the FW from super master.
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<Stepl (2)> How to download FW into CS (with Server)
Set file path with Web U

1. Log into the Super Master CS [ID:admin / Password:adminpass]

Refer to Appendix about “How to open Web port” and “How to find out IP address of Super master CS”.

Panasonic 5
SIP CS KX-UDS124 Status Network System | VolP Telephone Maintenance
[ WebLogout | Firmware Maintenance
[ web Port Close |
Enable Firmware Update Lives Cblo
S T Firmware File URL 3
Provisioning
::::;:m" [ PS Update Type & Automatic O WManual Note:
4 [ All Save ] [ Cancel ] “PS Update Type”
can be selected here.
2. Go to [Maintenance] -> [Firmware Maintenance] Details are explained
3. Specify [Firmware File URL] In page.13.

4. Press [All Save]

Super master CS updates the FW according to the sequence shown in Page.6.
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<Stepl (2)> How to download FW into CS (with Server)

Set file path with Configuration file

1. Log into the Super Master CS [ID:admin / Password:adminpass]

Refer to Appendix about “How to open Web port” and “How to find out IP address of Super master CS”.

Panasonic
SIP CS KX-UDS124 Status Network System

2
VolP | Telephone

Maintenance

( \Web Logout l Provisioning Maintenance

’ Web Port Close ]

Maintenance

Enable Provisioning ®Yes O No
All Firmware Update Standard File URL
Provisioning
Maintenance Product File URL
Restart X
Master File URL 3
System File URL
Cyclic Auto Resync OYes @ MNo
Resync Interval 10080 minute(s} [1-40320]

Header Value for Resync Event |check-sync

il

[ All Save ] [ Cancel ]

2. Go to [Maintenance] -> [Provisioning Maintenance]
3. Specify [System File URL]
4. Press [All Save]

Configurationfile

(Refer to Administration Guide in detail)

## Firmware Update Settings
FIRM_UPGRADE_ENABLE="Y"
FIRM_VERSION="xx.xxx"
FIRM_UPGRADE_AUTO="Y”
FIRM_FILE_PATH=http://xxxxx

Provisioning Server

Super master CS updates the FW according to the sequence shown in Page.6 if

configuration file is put in provisioning server,
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http://xxxxx/

<Step2> PS download setting (PS Update Type confirmation)

1. Log into the Super Master CS [ID:admin / Password:adminpass]

Refer to Appendix about “How to open Web port” and “How to find out IP address of Super master CS”.
Panasonic 5
SIP CS KX-UDS124 Status Network System | VolP Telephone Maintenance

[ WWeb Logaut l Firmware Maintenance

l VWeb Port Close ]

Enable Firmware Update & Yes O Mo

I L Firmware File URL 3

Provisioning

Maintenance PS Update Type @ Automatic O Manual
[ All Save ] [ Cancel ]

2. Go to [Maintenance] -> [Firmware Maintenance]

3. Select [PS Update Type] :
[Automatic] :PS starts air download automatically,
when CS is upgraded and PSis in standby mode.
[Manual] :PS starts air download when user operate “Firmware Update”.
This menu in PS appears when PS is in standby mode
under CS which has newer PS firmware.
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<Step2> Air download (PS LCD indication)

Following operation is required when “PS Update Type” is “Manual”.

Setting Handset

El B

Incoming Option

Talk Option
Answer Option
Key Option
Display Option

U]

Other Option

Lo L OCJNEXT

Register H/S

Cancel Base
Select Base
System Lock
Change PIN

H/S Information
Firmware Update
Enable CS W&

. Turn on the PS.

1
2. Press [Menu] or the [CENTER] navigation key.
3. Select "Setting Handset" and then press [OK].
4. Press [NEXT].
5. Select "System Option" and then press [OK].

- You may need to enter a system password to access this menu.

6. Press [NEXT] to display the second screen,

select “Firmware Update”, and then press [OK].

7. When the operation is complete, PS starts air download sequence.
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<Step2> Air download (PS LCD indication)

Sequence for firmware update confirmation status

Yi :
Cur:01.00.000
Update :[Talk] “Cancel” menu appears

ES R Ull Only user start firmware
New:01.00.002 update from PS manually.

Note:

Searching Please Wait

RESET (Blinking) (Blinking)
Note:
@ 1)FW is separated into
Sequence for firmware update (Maximum 4 times) few files, therefore PS
——————————————————————————— R\ repeat download and
N : il : reset several times

Erasing Downloading Downloading 99% Download OK <Erasing> (Maximum 4 times)

Even if you turn off PS
during air download,
PS restarts it from the
beginning of the
sequence after you turn
on PS again.

2)LCD shows standby
status after all files are
downloaded.

Please Wait

<Writing> <Write OK> Searching

3)OK button appears
during the download,
but sequence proceed
without operation
automatically.

L OR |

7 X 7 Ll 7 X 7 X
i X i = I
X 3 X I

X i

(Blinking)
\ [These don’t appears if all files are downloaded] /
—

(Blinking)
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Precaution & Trouble shooting
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Precaution

1. When multiple CS are upgraded by “All Firmware Update” function, multiple CS
are update step by step. It takes approx. 10 minutes for each CS complete
upgrade.

2. When PS becomes low battery condition, PS suspends air download sequence.
Please put PS on charger during air download.
If once “charge battery” message appear on LCD, please put PS on charger.
PS resumes air download automatically after batteries are charged enough to
executeiit.

3. ACS can support air download for 4 PS simultaneously. Excess PSs start air
download after other 4 PS completes download.

4. It will take maximum approx. 15minutes for PS to complete air download.
5. PS resets several times until it completes air download as previously described.

6.If PS with old FW is registered after FW upgrade for CS, PS can start air
download according to the PS Update Type at this timing.

7. PS doesn’t start air download while it is establishing a call, even if air download
is ready. Conversely, PS can’t make and receive a call until air download
completes once it starts.
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Trouble shooting

CS Error during firmware update

Error Message

Explanation

Solution

Failed (Parameter Error)

Parameter is invalid or out of range.

Check the format of the URL and other
parameters.

Failed (Memory Access Failure)

R/W access error to Flash memory.

CS needs repairing.

Failed (Transfer Failure)

Fail to transfer data because of network error.

Solve the network trouble.

Failed (Busy)

The operation failed because the SIP-CS is
performing an operation that accesses the flash
memory of the SIP-CS.

Retry again.

Failed (Invalid File)

Firmware is invalid.

Check if file path and file are correct.

Failed (File Size Error)

Size of firmware is not correct.

Check if file path and file are correct.

Failed (Time Un—setting)

Time is not set in CS
even if update mode is appointed time.

1)Change update mode to Direct.
2)Set time or path to NTP server.

PS Error during firmware update

Error Message Explanation Solution
Please keep the condition and wait PS
CS Busy CS Busy to start download automatically.

<{Charge Battery>

Low battery

Put PS on charger and wait for a while.
PS resumes air download after it is

charged enough to execute air download.

<{Need Repair #> (#=179)

Flash memory error

PS needs repairing.

<Error #> (#=1"2)

Flash memory error

PS needs repairing.

© Panasonic Corporation 2012
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Appendix
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Please move under the CS

3) b (S y [T o [T i

N\ | Talk Option Cance| Base Enable CS W&
N Q Answer Opt ion Other Option Select Base

Iée_:y (l)pt|82 | System Lock
Setting Handset splay Uption — Change PIN -
- L OK_[NEXT] ™ IOk [NEX 0K [FEXTI I & |C TR ThEX

s =

1. Turn on the PS.
2. Press [Menu] or the [CENTER] navigation key.
3. Select "Setting Handset" and then press [OK].
4. Press [NEXT].
5. Select "System Option" and then press [OK]. CSWebEnd)Ied
- You may need to enter a system password to access this menu.
6. Press [NEXT] to display the second screen,
select "Enable CS Web", and then press [OK].
7. When the operation is complete, "CS Web Enabled" is displayed.
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AppendixB : Howto find out IP Address of Super Master CS

Please move under the Super Master CS

Master CS IP address

. 192.168.0.10
<:>§) (QJ})D |§ Incoming Option Tone Option Change Password
s Talk Option System Option Reset Handset

4 :
Q # Answer Option Other Option MasterCSAddress #

Key Option

Setting Handset Display Option e s
0K | [ 0K JNEXT [ OK_JNEX LUK JNEXT]

1. Turn on the PS.

2. Press [Menu] or the [CENTER] navigation key.

3. Select "Setting Handset" and then press [OK].

4. Press [NEXT].

5. Select “Other Option™ and then press [OK].

6. Select “MasterCSAddress” and the press [OK].
= Display the Master CS IP address.
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